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RISK MANAGEMENT ANALYSIS
Overview
Risk is frequently defined as the effect of uncertainty or variability on objectives.
When applied to the management of transportation assets, acknowledging and
understanding risk can help a transportation agency more effectively plan for
possible system and program disruptions and complications, mitigate potential
consequences, and improve agency and infrastructure resiliency.
MnDOT understands the value of accounting for and managing risk and has
incorporated risk into capital and highway operations planning, as well as
into business planning for the agency’s functional areas. Risk assessments
have been formally incorporated into the Minnesota 20-year State Highway
Investment Plan. This strong history with risk prompted MnDOT to take
a customized approach to the Risk Management Analysis section of the
TAMP. Because risk management is already integrated into most agency
planning and management practices, MnDOT acknowledged that focusing on
“global” risks (e.g., natural events, operational hazards, aging assets) would
be less beneficial than assessing and developing mitigation strategies for
“undermanaged” risks – opportunities that exist for MnDOT to further improve
its asset management processes. However, all risks are listed in this chapter.
MnDOT’s most mature application of “global” risk management occurs at the
project level. The use of sophisticated tools and data (e.g., age, condition,
treatments, deterioration, etc.) help evaluate and manage global risks (e.g.,
catastrophic failure of bridges, highway culverts, and deep stormwater tunnels
due to flooding or lack of capacity at the project level).

Risk and Transportation
Like many transportation agencies, MnDOT endeavors to provide the level of
service demanded by the public at minimum cost. However, unexpected events
– including external hazards, economic disruption or insufficient understanding
– can reduce the effectiveness of an agency in achieving its goals. Figure 5-1
shows several examples of risks that are of particular concern to transportation
agencies.
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Figure 5-1: Key Transportation-Related Risk Factors

RISK FACTOR
Natural events (e.g., floods, storms, earth movement)
Operational hazards (e.g., vehicle and vessel collisions, failure or inadequacy
of safety features, construction incidents)
Asset aging effects (e.g., steel fatigue or corrosion, advanced deterioration
due to insufficient preservation or maintenance)
Adverse conditions in the economy (e.g., shortage of labor or materials,
recession)
Staff errors or omissions in facility design, operations, or provision of
services; or defective materials or equipment
Lack of up-to-date information about defects or deterioration, or insufficient
understanding of deterioration processes and cost drivers
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Consequences of such risks may include:
•

Personal injury

•

Suppressed economic activity

•

Loss of life

•

Harm to the environment

•

Private property damage

•

Harm to public health

•

Infrastructure damage

•

Litigation and liability losses

•

Traffic congestion

•

Resource waste

•

Loss of access

•

Harm to agency reputation

Some of these risk factors can be partially quantified by studying historical
records, via active monitoring or through quality assurance processes. Many
significant risk factors, however, are prohibitively expensive or technologically
impossible to measure. Even for factors that are difficult to measure, though, it
is possible to adopt general risk management strategies, such as:
•

Having an inventory of assets MnDOT owns and maintains

•

Conducting routine inspections to understand the condition of MnDOT’s
assets

•

Raising awareness of risks among staff and the public

•

Adopting management strategies and techniques to avoid risks

•

Prioritizing risk-prone assets for replacement

•

Using performance measures to mitigate and manage asset risks

•

Working with partners and stakeholders on ways to reduce or to jointly
manage risks through maintenance agreements, jurisdictional transfer or
other management strategies
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Risk at MnDOT
The principles of risk management have been adopted throughout the agency
in recent years from high level investment, management, or operations plans
(MnSHIP, TAMP and Strategic Operating Plan) to individual asset management
and programming systems and even research projects.

ENTERPRISE RISK MANAGEMENT
To help guide the transition to formal and universal consideration of risk,
MnDOT has implemented an Enterprise Risk Management framework. The
framework – illustrated in Figure 5-2 – establishes the standards, processes
and accountability structure used to identify, assess, prioritize, and manage
key risk exposures across the agency. The framework enables leaders and
managers at all levels to systematically evaluate implications of decisions and
actions to the agency’s highest priority goals and objectives and effectively
manage or control a broad array of risks in an informed and strategic manner.
The uncertainty and variability associated with risks operates at multiple levels
in an organization. Strategic objectives often cannot be achieved without
coordination and understanding of risks at all levels. There are two key benefits
to thinking of risks through the lens found in Figure 5-2. It identifies the impacts
of risks within their context or scope and assigns responsibility of monitoring
risks.

Figure 5-2: Levels of Risk Management MnDOT

Enterprise

Program /
P&S

Project /
Activity
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• Enterprise: Risks to the organization's strategic objectives or risks that involve multiple levels
• Responsibility: Executive and Senior Leadership Teams acting in their capital, governance, and
operating council roles

• Program/Product and Services: Risks that are common to groups of projects that achieve
strategic objectives
• Responsibility: Management groups in coordination with Assistant Commissioners

• Project/Activity: Risks that are specific to individual projects and ongoing functions
• Responsibility: Office Directors, Office Managers, and Staff
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MINNESOTA 20-YEAR STATE HIGHWAY
INVESTMENT PLAN
Risk was a key factor considered during the 2018-2037 MnSHIP update.
Risk-based planning was central to its development, as MnDOT systematically
identified the likelihood and impact of different risks to assess the trade-offs
associated with various investment levels across all of the assets. The resulting
document guides MnDOT’s future investment planning. The plan is updated
every five years and performance progress is evaluated annually through the
10-year Capital Highway Investment Plan.
As a result of changes in performance requirements, targets and prioritization
established by MAP-21 and continued with the passing FAST Act, MnDOT
created two programs – the Statewide Performance Program and the District
Risk Management Program. By enhancing flexibility and collaboration with
regional and local MnDOT staff, these programs help the agency effectively
reallocate funding and address these changes. Further discussion of MnSHIP,
the SPP and the DRMP is found in Chapter 8: Financial Plan and Investment
Strategies.
Figure 5-3 displays the capital investment risks categories considered in
MnSHIP and the degree to which each is mitigated via the strategies outlined
in the plan.
Figure 5-3: Key Investment Risks

CURRENT

FUTURE
(2037)

Low

Low

Remaining Service Life: The investment direction limits MnDOT’s ability to perform the right fix at the right time,
which leads to a decreased lifespan of the asset and more expensive fixes later.

Medium

High

Operations Budget: Maintenance costs rise, which places undue pressure on the operations budget and adds
travel disruptions.

Medium

High

Increased costs to users: Poor asset management ultimately leads to increased costs to users of the system
and Minnesota’s economy by placing weight limitations on bridges.

Low

Medium

Safety Infrastructure: Critical traveler safety features begin to deteriorate, limiting their effectiveness.

Low

Low

Medium

Medium

Mobility: Limited investment impacts mobility of people and goods which negatively impacts economic health.

Low

High

Urban Reconstruction: A focus on statewide performance measures and asset management results in lack of
investment in urban reconstruction projects.

Medium

High

Responsiveness: Limited investment reduces MnDOT’s ability to support local economic development and
quality of life opportunities.

Medium

High

High

High

Medium

High

KEY INVESTMENT RISKS
Federal Performance Requirements: Failure to achieve federal performance requirements on Interstate
pavements and NHS bridges reduces flexibility to spend future revenue on other state priorities.

Multimodal Priorities: Reduced investment in critical connections limits MnDOT’s ability to advance modal
priorities.

Climate Change: Inadequately addressing the effects of climate change and flooding leads to unplanned road
closures and increased maintenance costs
Legislative Action: Misalignment between MnSHIP investment direction and legislative priorities results in
legislation that redirects financial resources and compromises plan outcomes.
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OPERATIONAL RISK MANAGEMENT
In addition to risk management of the capital program, MnDOT has also
made great strides in assessing and reducing its risks for operations and
maintenance. MnDOT has invested heavily to inventory its less prominent
assets, such as ITS and lighting. This has been a holistic and comprehensive
effort to measure asset condition and to place them in a management system.
The work completed as part of the pilot TAMP highlighted low-cost actions that
could be completed to reduce risk and improve traveler safety. Since 2014,
these actions have been implemented and operationalized.

RESEARCH PROJECTS
The concept of risk also factors heavily into several completed research
projects at MnDOT. While flooding is not the only threat to the state’s highway
system posed by climate change, it is likely to be one of the most significant
and has already caused extensive disruptions to the transportation system
in many areas. The agency completed an Extreme Flood Vulnerability
Analysis and Adaptation Assessment Pilot Project that helps MnDOT (and
other state DOTs) better understand the process for incorporating climate
change into asset management planning. Regions in southeast and northeast
Minnesota were selected in this analysis as they have experienced particularly
extreme flooding in recent years. This project has helped inform future asset
management decisions and initiatives related to climate change, hydraulic
infrastructure such as culverts and bridges, and roadway susceptibility to
extreme flood-related events. As a result of this project, MnDOT recently began
a research implementation project to incorporate climate change vulnerability
metrics into BRIM and TAMS.
MnDOT also completed a slope vulnerability study for the metro and southern
Minnesota regions. As a result of this study, a slope vulnerability model was
developed using geomorphology to assess impact to MnDOT roadways. The
primary causes of slope failures in each region were identified, a Geographic
Information System analysis applied these factors to the existing terrain, and
a spatial output mapped vulnerable locations to be used in agency decisionmaking. This project is in the process of being applied statewide.

TAMP Risk Assessment
As detailed above, risk is an important part of MnDOT’s practices.
Nevertheless, the agency’s approach to the risk section of the TAMP process
began with a focus on “global” risks (e.g., natural events, operational hazards)
and their effects on the asset, the public, and the agency. MnDOT engaged
in an exercise to identify and prioritize strategic and business risks that
could affect its ability to deliver the level of service expected by the public.
Discussions were held with work groups of technical experts to describe and
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rate the major risks related to each asset category. Figure 5-4 illustrates
MnDOT’s risk rating scale. Figures 5-5 through 5-12 summarize the list
of risks as identified by the asset work groups. In consultation with agency
risk experts, each work group developed a series of risk statements and risk
ratings, described potential mitigation strategies for each risk, and developed
methods for estimating mitigation costs. This process was iterative, extending
over three formal workshops. Participants took advantage of the process to
learn about the risks, assess the ability of existing information systems to
quantify risks and costs, and reach consensus on priorities and approaches for
future improvements.
Given MnDOT’s previous efforts at incorporating risk throughout its planning
and management, the risk identification and mitigation process also sparked
a debate as to the merits of a more conventional risk approach. MnDOT
concluded that current practices were already mindful of many global risks, and
that the agency (and the public it serves) would therefore benefit most if the
risk mitigation strategies addressed in the TAMP emphasized “undermanaged
risks” – areas in which there were clear opportunities for improvement at
MnDOT. After pivoting to this concept and eliminating well-managed risks, a
final list of undermanaged risks – relating to data, maintenance, or inspections
– and associated risk mitigation strategies for all assets in the TAMP was
presented to the Steering Committee for prioritization. Risks have since been
identified for six additional assets. The asset-specific work groups, along
with members of the TAMP Advisory Group and Asset Management Steering
Committee, revisited risks from all assets in conducting a cross-asset risk
workshop. The results are in Figure 5-13.
Figure 5-4: Risk Rating Matrix

CONSEQUENCE
RATINGS

LIKELIHOOD RATINGS AND RISK LEVELS
ALMOST
RARE UNLIKELY POSSIBLE LIKELY
CERTAIN

CATASTROPHIC

Medium

Medium

High

Extreme

Extreme

MAJOR

Low

Medium

Medium

High

High

MODERATE

Low

Medium

Medium

Medium

High

MINOR

Low

Low

Low

Medium

Medium

INSIGNIFICANT

Low

Low

Low

Low

Medium
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Figure 5-5: Pavement and Bridge Risks Identified by Asset Work Groups

RISKS

CONSEQUENCE LIKELIHOOD

OVERALL RISK RATING

Unexpected short-term funding reductions does not allow
MnDOT to manage to the lowest life cycle cost

Moderate

Possible

Medium

Not meeting public expectations for pavement quality/condition
at the state/district/local levels*

Moderate

Possible

Medium

Inability to meet federal requirements

Major

Rare

Low

Significant reduction in funding over time

Minor

Possible

Low

Inappropriately managing or not managing pavements such
as frontage roads, ramps, auxiliary lanes, and rest areas due
to lack of adequate infrastructure inventory and condition
information*

Minor

Possible

Low

Moderate

Possible

Medium

Unexpected funding reductions does not allow MnDOT to
manage to the lowest life cycle cost*

Minor to Moderate

Likely

Medium

Premature deterioration of the asset*

Moderate to Major

Unlikely

Medium

Shortage of workforce

Minor to Moderate

Possible

Low to Medium

Catastrophic

Rare

Medium

Major

Unlikely

Medium

Premature deterioration of pavements due to construction
issues, increase in traffic, higher equivalent single axle loads
(ESALs) than designed for and snow and ice removal methods

Catastrophic failure of the asset
Significant damage to the asset through man-made or natural
events
*Undermanaged risks identified and prioritized in TAMP

Figure 5-6: Highway Culvert and Deep Stormwater Tunnel Risks Identified by Asset Work Groups

RISKS

CONSEQUENCE LIKELIHOOD

OVERALL RISK RATING

Failure/collapse of tunnel/culvert*

Catastrophic

Likely

Extreme

Flooding and deterioration due to lack of tunnel/culvert capacity*

Catastrophic

Possible

High

Lack of culvert capacity, potentially resulting in adverse impacts
to properties and roadway user safety

Minor

Almost Certain

Medium

Inability to manage culverts to lowest life cycle cost*

Moderate

Possible

Medium

Difficulty to appropriately manage tunnels due to unexpected
availability of funding

Moderate

Likely

Medium

Inappropriately distributing funds or inconsistency in culvert
investments

Minor

Possible

Low

Insignificant

Likely

Low

Significant damage to culverts through man-made events
*Undermanaged risks identified and prioritized in TAMP
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Figure 5-7: Overhead Sign Structures and High-Mast Light Tower Risks Identified by Asset Work Groups

RISKS

CONSEQUENCE LIKELIHOOD

OVERALL RISK
RATING

Poor construction and/or installation*

Minor

Likely

Medium

Inability to manage to lowest life cycle cost*

Minor

Likely

Medium

Significant damage to asset through man-made events

Minor

Likely

Medium

Premature deterioration of the asset

Minor

Likely

Medium

Moderate

Rare

Low

Shortage of workforce*

Minor

Possible

Low

Potential structural failure

Minor

Possible

Low

Unforeseen changes in regulatory requirements, travel demands or
technology

*Undermanaged risks identified and prioritized in TAMP

Figure 5-8: Noise Wall Risks Identified by Asset Work Groups

RISKS

CONSEQUENCE LIKELIHOOD

OVERALL RISK
RATING

Not repairing problems identified during inspection

Moderate

Possible

Medium

Not managing noise walls to lowest life cycle

Moderate

Possible

Medium

Not having a unified data management system results in an inconsistency
for how walls are managed and inefficient use of resources

Minor

Likely

Medium

Noise walls need to be inspected at appropriate frequencies to address
fixes in a timely manner and to reduce the potential for a legislative audit*

Moderate

Likely

Medium

Not complying with federal reporting could result in rescinding of federal
funding

Minor

Possible

Low

Poor contract execution results in sub-par or out of compliance assets,
which adds costs to MnDOT and creates a safety concern for public
traveling along and adjacent to noise walls*

Moderate

Possible

Medium

*Undermanaged risks identified and prioritized in TAMP

CHAPTER 5

RISK MANAGEMENT ANALYSIS

PAGE

89

Figure 5-9: Signals and Lighting Risks Identified by Asset Work Groups

RISKS

CONSEQUENCE LIKELIHOOD

OVERALL RISK RATING

Poor traffic signal timing results in increased traffic congestion
and accidents*

Moderate

Likely

Medium

Poor construction and/or installation

Moderate

Likely

Medium

Minor

Almost Certain

Medium

Light pole failure because of weather event, premature
deterioration, or beyond service life results in a system that is
unsafe for the traveling public and potential injury

Moderate

Possible

Medium

Not managing assets appropriately results in premature
deterioration and unforeseen traffic incidents and/or congestion*

Moderate

Possible

Medium

Light inoperability results in decreased safety benefits to the
traveling public, negative perception of how MnDOT is managing
its assets

*Undermanaged risks identified and prioritized in TAMP

Figure 5-10: Building Risks Identified by Asset Work Groups

RISKS

CONSEQUENCE LIKELIHOOD

OVERALL RISK RATING

Inability to manage buildings appropriately/efficiently*

Moderate

Almost Certain

High

Lack of dedicated capital and maintenance funding*

Major

Likely

High

Moderate

Likely

Medium

Major

Likely

High

Increasing maintenance equipment size, including tow plows
Temporary or permanent rest area closures
*Undermanaged risks identified and prioritized in TAMP

Figure 5-11: ITS Risks Identified by Asset Work Groups

RISKS

CONSEQUENCE LIKELIHOOD

OVERALL RISK RATING

System design, construction issues or system flaws
(vulnerability)*

Moderate

Likely

Medium

Inadequate operations/maintenance funding and staff*

Moderate

Likely

Medium

Not identifying an appropriate responsible party for maintenance/
operations

Moderate

Possible

Medium

Ineffective (poor) vendor accessibility, communication or
relationship

Moderate

Possible

Medium

Technology shift/obsolescence

Moderate

Possible

Medium

Extreme weather

Moderate

Likely

Medium

*Undermanaged risks identified and prioritized in TAMP
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Figure 5-12: Pedestrian Infrastructure Risks Identified by Asset Work Groups

RISKS

CONSEQUENCE LIKELIHOOD

OVERALL RISK
RATING

Not meeting the needs of system users, including the disabled
community*

Major

Likely

High

Not meeting federal compliance or the intent of ADA

Major

Possible

Medium

Poor planning, design and/or construction

Moderate

Likely

Medium

Failure to comply with Complete Streets Policy

Moderate

Likely

Medium

Failure to address system gaps with future funding*

Moderate

Likely

Medium

Not receiving local consent/agreement results in a lack of
operations/maintenance and oversight that leads to premature
deterioration*

Moderate

Likely

Medium

*Undermanaged risks identified and prioritized in TAMP
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Figure 5-13 identifies the risk mitigation strategies identified by the expert work
groups, separated into three priority levels based on factors like need, ease of
implementation and ability to reduce the perceived risk. The TAMP Advisory
Group and Asset Management Steering Committee prioritized mitigation
strategies based on factors such as influence on risk rating before and after
implementation, impact on the agency, and cost of implementation. Chapter
9: Implementation and Future Developments provides more detail for these
priorities, including purposes, responsible parties, expected time frames and
estimated implementation costs.
Figure 5-13: Undermanaged Risk Mitigation Strategy Prioritization

PRIORITY LEVEL 1: HIGH PRIORITY, ADDRESS
IMMEDIATELY
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•

Pavements: Annually track, monitor, and identify road segments that
have been in poor condition for more than five years, and consistently
consider them when programming

•

Deep Stormwater Tunnels: Investigate the likelihood and impact of
deep stormwater tunnel system failure

•

Overhead Sign Structures and High-Mast Light Tower Structures: Track
in a Transportation Asset Management System

•

ITS: Develop a statewide ITS system sample plan and standard details/
specification, including performing integration (built on the ITS Design
Manual)

•

Traffic Signals and Lighting: Develop retiming schedule for statewide
traffic signals

•

Traffic Signals and Lighting: Develop a Transportation Research
Synthesis on preventive maintenance in other agencies

•

Traffic Signals and Lighting: Develop a statewide traffic signal and
lighting checklist for construction project engineers and/or inspectors to
use when signing off during construction and after completion

•

Buildings: Conduct a study to determine operation deficiencies, site
condition, and future needs for gap assessment (used for scoping and
project prioritization process)

•

Buildings: Implement Archibus and develop a project prioritization
process for existing as well as any new funding
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PRIORITY LEVEL 2: ADDRESS BASED ON ESTABLISHED
PRIORITIES
•

Pavements: Collect and evaluate performance data on ramps, auxiliary
lanes, and frontage road pavements for the highway system in the Twin
Cities Metro area

•

Highway Culverts: Provide support, tools, and reports for management
of highway culverts in TAMS

•

Overhead Sign Structures: Develop a policy requiring a five-year
inspection frequency, as well as related inspection training programs
and forms

•

Traffic Signals and Lighting: Identify optimal preventive maintenance
protocols for lighting, including a resource demand model (i.e.,
materials, parts, etc.), and/or TRS on preventive maintenance

•

Pedestrian Infrastructure: Develop an inspection/cycle protocol based
on condition or age and TAMS. The protocol includes ADA ramps,
curbs, sidewalks, and other pedestrian infrastructure needs (include:
frequency, who is responsible for activities, costs, and other pertinent
information)

•

Noise Walls: Develop an inspection/maintenance cycle protocol to
identify which noise walls should be inspected/maintained, including
a staffing need/gap assessment based on inspection/maintenance
protocols

•

Noise Walls: Conduct education/training and a construction sign-off
(i.e., liaison) or contract compliance protocol
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PRIORITY LEVEL 3: REVISIT WHEN ADDITIONAL FUNDING
BECOMES AVAILABLE (AFTER ITEMS IN PRIORITY LEVELS
1 AND 2 HAVE BEEN ADDRESSED)
•

Highway Culverts: Repair or replace highway culverts in accordance
with recommendations from the TAMS

•

ITS: Develop an inspection/maintenance cycle protocol to identify what
ITS assets should be inspected/maintained, including a staffing need/
gap assessment based on inspection/maintenance protocols

•

Traffic Signals and Lighting: Develop a statewide resource demand
model for signal re-timing (personnel, consultant contracts, etc.)

•

Traffic Signals and Lighting: Develop and increase staffing resources
with proficient knowledge to be able to extract and use information from
TAMS to better manage the assets

•

Pedestrian Infrastructure: Identify and integrate pedestrian measures,
targets, and needs into MnSHIP and MnDOT program delivery process

•

Pedestrian Infrastructure: Develop an ADA/pedestrian guide that
identifies the appropriate process (i.e., consent agreement), types of
ADA/complete streets improvements by corridor, urban-rural, etc.

Emergency Response Events
As a part of final rule making, FHWA requires state DOTs to conduct periodic
evaluations of facilities that repeatedly require repair and reconstruction
due to the occurrence of emergency events. The purpose of this evaluation
is to conserve federal resources and protect public safety by determining if
reasonable alternatives exist to roads, highways, or bridges that repeatedly
require repair and reconstruction activities.
MnDOT did not have a comprehensive electronic system in place with all
necessary data to initially conduct this analysis. This requirement resulted in
the development of a system, which contains a list of projects that have used
emergency response funds from January 1997 to March 2017. Best available
data was extracted from Detailed Damage Inspection Reports, the Program
and Project Management System, the Fiscal Management Information System
and other project description documents or systems. Data was then mapped
using Geographic Information System software. A spatial analysis produced a
list of locations where project locations overlapped.
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Below is a list of emergency events that required the use of emergency relief
funds:
•

Washout flood events

•

Erosion caused by flooding

•

Bridge replacement/reconstruction

•

Debris removal

•

Guardrail replacement

•

Slope repair

•

Culvert/sewer/drainage structure repair

•

Shoulder repair

•

Ditch erosion

There were several projects that required an evaluation for the use of
emergency relief funds. Projects that had two or more line items included work
that was completed on different beginning and end mile points for the same
project identification number in FMIS. However, the data indicated that there
were not any facilities that required the use of emergency relief funds beyond
the fiscal year in which it was affected by an emergency event.
This analysis concluded that further evaluation is not necessary due to no
roads, highways or bridges requiring repair on two or more occasions due to an
emergency event.
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